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Abstract: Networked machinery (SMEs) is becoming widespread and horizontal 

and privacy-sensitive predictive maintenance lacks scalability to a large extent. 

Based on the data suggesting apprehended remaining useful life (RUL) of indus-

trial components, this paper proposes an AI-assisted predictive maintenance 

model that integrates edge-IoT sensing, plus federated learning without central-

izing raw data. The NASA C-MAPSS data on turbofan degradation is plotted to 

a realistic SME machinery scenario to examine the approach. The Federated 

CNN-LSTM model is trained on a set of edge nodes that is linked to a suboptimal 

number of machines and aggregated together through the use of FedAvg-driven 

aggregation schemes. Two baselines are used to compare the proposed model to 

centralized cloud-only LSTM or the edge-only Random Forest without collabo-

ration. The experiment constructs the predictive maintenance task, as well as the 

local and global optimization aims of federated learning and measures the com-

munication overheads. The experimental findings indicate that the suggested 

framework saves RUL prediction RMSE by a maximum of 12.7 % to the central-

ized baseline and saves 23.1 % to the edge-only model and saves cloud commu-

nication volume and data locality. The results bring attention to the fact that fed-

erated learning on edge IoT infrastructures could effectively facilitate SME-scale 

predictive maintenance that is more accurate, privacy-sensitive and scalable. 
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1 Introduction 

Predictive maintenance is an enabler that has emerged as a critical factor in the man-

ufacturing and service-based small and medium-sized enterprises (SMEs) where un-

planned downtime directly translates to productivity and profitability [1]. The most 

common traditional condition-based problem-solving approaches to maintenance are 

based on business periods or threshold-driven alarm systems, which fail to make ample 

use of the time-based nature of sensor data. As the number of inexpensive IoT sensors 

physically connected to motors, bearings, pumps and other rotating machines expands, 
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SMEs are now able to receive continuous high-frequency vibrations, temperature and 

current signals. Nevertheless, the absence of network bandwidth and data privacy, as 

well as IT expertise, limits the implementation of entirely cloud-based analytics solu-

tions. 

New AI developments in machine learning, especially the deep learning systems of 

convolutional neural networks (CNNs) and long short-term memory (LSTM) networks, 

have enabled major improvements in remaining useful life (RUL) estimation and fault 

prognosis of industrial systems [2], [3]. Such models are generally large in the amount 

of annotated data and central computing resources. In the case of SMEs, it is frequently 

not feasible to consolidate raw sensor streams across multiple locations into one data 

lake because of connectivity limitations, the needs of cybersecurity and regulatory con-

siderations [4]. Simultaneously, local models that are deployed to separate locations are 

unable to leverage cross-site information and are prone to overfitting to small machin-

ery descriptions. 

Federated learning (FL) has had an emergent promise as a relevant paradigm to pro-

vide collaborative-based training of models through distributed data silos, yet maintain 

raw data held locally [5]. In FL, updates to locally stored data are calculated in edge 

devices/local servers and only model parameters/gradients are transmitted to a coordi-

nating server to be aggregated [6]. The paradigm suits well with an SME setting, 

whereby similar machinery of the same vendor is used in a range of production lines, 

branches, or facilities at different geographical locations. Architectural edge IoT sens-

ing combined with federated learning can provide a reasonable trade-off between fed-

erated learning model accuracy, latency and privacy for predictive maintenance. 

Nevertheless, there are numerous difficulties associated with the use of federated 

learning for SME-based predictive maintenance. On the one hand, edge devices are 

usually resource-constrained and require lightweight applications of expressive model 

architecture. Secondly, non-identically distributed (non-IID) time-series data across 

sites may occur because of the diverse load patterns, environmental conditions and 

maintenance policies of industrial time-series data [7]. Third, edge node communica-

tion with the server should be addressed with caution.  
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Fig.1: Federated predictive maintenance framework for SMEs 

Fig. 1. illustrates the suggested AI-based federated predictive maintenance software 

of SMEs. Providing 24/7 monitoring of various parameters of the machinery (vibration, 

temperature and pressure) in multiple distributed SME locations, IoT sensors monitor 

them at all times. On-node preprocessing and CNN-LSTM-based RUL modelling with 

local disease-specific operational data are done in each edge node without transmitting 

original signals into the cloud. Federated learning compiles updates of the model of all 

locations at a server, by FedAvg, to form a better global model, which is again redis-

tributed to all the edge devices. The system is practical (Low-latency inference can take 

as low as 15 ms), communicational (~60 MB/round) and predictive systems (RMSE -

12.5% vs cloud-only), making it a viable system with privacy, scalability and real-time 

preferences optimizing the maintenance across SME settings. 

The paper deals with these issues by introducing an AI-based predictive maintenance 

system integrating edge IoT sensing with an FL-based CNN-LSTM predictor of RUL. 

Some of the contributions of this work are summarized below: 

• A federated predictive maintenance architecture is developed for SMEs, com-

bining edge IoT sensing, on-device preprocessing and collaborative model 

training without sharing raw data. 

• A hybrid CNN–LSTM model is deployed in a federated way across SME edge 

nodes and compared against two baselines: centralized cloud LSTM and edge-

only Random Forest. 

• The RUL prediction task, federated optimization and communication cost are 

mathematically formulated using a consistent set of equations. 

• Experiments on the NASA C-MAPSS turbofan dataset, adapted to SME con-

ditions, show higher RUL prediction accuracy and robustness with lower com-

munication overhead. 



4 

• The results and discussion, supported by plots and comparative tables, confirm 

that the proposed architecture is well-suited for real-world SME deployments. 

The remainder of the paper is structured in the following way. Section 2 examines 

similar research on predictive maintenance, edge computing and federated learning. 

Section 3 states the problem and offers an overview of the system. Section 4 describes 

the proposed approach and model, as well as the federated optimization. Section 5 

shows the experimental setup. The results are reported and discussed in Section 6. Sec-

tion 7 summarizes the paper and provides work for the future.  

2 Related Research 

 Predictive maintenance has been highly researched with both classical machine 

learning and deep learning methodologies. The majority of early works made use of 

features that were hand-crafted and based on vibration or acoustic abilities, with an 

additional method of support vector machine, random forest, or Gaussian mixture mod-

els [8][9]. Even though these approaches are computationally fast, their performance 

varies greatly with domain-specific feature engineering and might not be very general-

izable with regard to other machines as well as operating regimes.  

In the context of the emergence of deep learning, CNNs, LSTMs and hybrid struc-

tures have been utilized to automatically discover hierarchical time parameters of un-

cooked or minimally processed sensor material [10], [11]. The CNN-based models use 

local changes in the time-frequency domain, whereas LSTM networks use long time-

temporal dependencies [12]. These methods have demonstrated excellent results on 

benchmark datasets, such as the NASA C-MAPSS turbofan engine dataset [21], for 

RUL prediction [13]. However, in the majority of these works, the centralized data 

storage and training in the cloud environment are assumed.  

Edge computing has been suggested to bring the computation closer to the source of 

data and minimize the latency, thus alleviating the bandwidth burden. Edge analytics 

have been applied to introduce lightweight anomaly detection, threshold-based alarms 

and local diagnostics in the area of maintenance [14]. But again, edge-only models are 

typically trained on small local data and can fail to make use of the variety of operating 

conditions in different locations or enterprises [15]. 

Federated learning presents an intermediate solution because it allows joint model 

training at geographically dispersed sites without raw data exchange [16][17]. FL has 

been utilized primarily in healthcare, mobile apps and smart grids, but not much in 

predictive maintenance on the SME scale. Other recent studies incorporate FL with 

condition monitoring, with positive performance relative to local-only models, but with 

relatively simple models and tend to overlook the problem of non-IID in industrial time 

series [18][19]. Moreover, the current studies seldom reflect the realistic edge compute 

constraints by comparing federated structures with centralized baselines within an ex-

perimental protocol. 
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Table 1 provides a summary of the outlier studies concerning predictive mainte-

nance, edge computing and federated learning, which demonstrates the location of the 

proposed research. 

Table 1. Summary of related research on predictive maintenance, edge computing 

and federated learning. 

Ref. Approach Data Lo-

cation 

Model Type Feder-

ated? 

Target Domain 

[3] CNN-based 

RUL prediction 

Central-

ized 

cloud 

Deep CNN No Turbofan en-

gines 

[2] LSTM for time-

series degrada-

tion 

Central-

ized 

cloud 

LSTM No Industrial ma-

chinery 

[17] Federated learn-

ing framework 

Distrib-

uted 

Generic 

neural net-

work 

Yes IoT applica-

tions 

[15] Edge analytics & 

privacy-preserv-

ing inference 

Edge de-

vices 

Light-

weight ML 

No Smart indus-

trial environ-

ments 

[16] Federated learn-

ing for industrial 

IoT 

Distrib-

uted 

Neural net-

work 

Yes Collaborative 

manufacturing 

Pro-

posed 

work 

Edge IoT + FL 

with hybrid 

CNN–LSTM 

Edge + 

server 

CNN–

LSTM, 

LSTM, RF 

Yes SMEs 

(mapped from 

C-MAPSS) 

 

The suggested piece has a difference by concentrating on an in-depth concentration 

on architectures that are friendly to the SMEs, incorporating edge IoT, federated learn-

ing and deep sequence models and making a comparative analysis with two standard 

game plans: centralized and edge-only [20].  

3 Problem Statement & Research Objectives 

 Industrial machinery (motors, compressors and machining systems) is very crucial 

to the daily production of small and medium-sized enterprises (SMEs). Unexpected 

equipment failures nevertheless happen as a result of poor condition monitoring, dis-

jointed data storage and a lack of scalable predictive analytics. Conventional cloud-

based predictive maintenance models require central exchange of data, which adds ex-

tra overhead in terms of communication, privacy threats and the additional use of high-

bandwidth connectivity, which many SMEs cannot afford. Edge-only analytics, con-

versely, are not capable of capturing the various degradation behaviours that are 
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witnessed in different industrial locations and therefore have varying predictions of 

failures. 

Hence, an urgent requirement exists to develop a predictive maintenance system that 

is able to learn distributed sensor data without having to centralize it, offer real-time 

decision making at the edge and make it affordable and lightweight to be used by SMEs 

with limited computing resources. 

Research Objectives 

The primary objectives of this research are: 

• To develop a privacy-preserving predictive maintenance framework integrating 

edge IoT and collaborative learning. 

• To design a hybrid CNN–LSTM model capable of learning complex degradation 

patterns from distributed time-series data. 

• To apply federated learning to enable cross-site learning while keeping raw in-

dustrial data local. 

• To improve RUL prediction accuracy, robustness and latency compared to cloud-

only and edge-only baselines. 

• To evaluate system performance using a standard industrial benchmark dataset 

adapted to realistic SME operational settings. 

4 Proposed Methodology 

The suggested approach will help predictive maintenance of various SME locations 

by integrating edge IoT sensing with federated learning. The sensor data are handled 

and local CNN-LSTM model training is done in each location, whereas model updates 

are exchanged with a central server, on which they are combined. The advantage of this 

collaboration method lies in the fact that it enhances the prediction of RUL without 

population of sensitive raw data, meaning that there is a guarantee of privacy and as 

well as decreases the overhead in communication. The data structure and federating-

based learning under this setting are as follows. 

Consider a set of 𝐾 SME sites, each equipped with similar machinery (e.g., com-

pressors, motors) instrumented with IoT sensors, such as accelerometers and tempera-

ture probes. At site 𝑘, the multivariate time series from a single machine is represented 

as: 

𝐬𝑡
(𝑘)

= [𝑥𝑡,1
(𝑘)
, 𝑥𝑡,2

(𝑘)
, … , 𝑥𝑡,𝑑

(𝑘)
]⊤, 𝑡 = 1,… , 𝑇(𝑘), (1) 

where 𝑑 is the number of sensor channels and 𝑇(𝑘) is the sequence length up to failure 

or censoring for that unit. 

Using the NASA C-MAPSS dataset mapped to SME machinery, each unit 𝑖 at site 

𝑘 is associated with a time-to-failure (RUL) label 𝑦𝑡
(𝑘,𝑖)

 at time 𝑡: 

𝑦𝑡
(𝑘,𝑖)

= 𝑇𝑓
(𝑘,𝑖)

− 𝑡, (2) 
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where 𝑇𝑓
(𝑘,𝑖)

 denotes the failure time index for the unit 𝑖. The objective is to learn a 

function 𝑓𝜃(⋅), parameterized by 𝜃, that maps a window of recent sensor measurements 

to an accurate RUL prediction, i.e., 𝑦̂𝑡
(𝑘,𝑖)

= 𝑓𝜃(𝐬𝑡−𝑤+1:𝑡
(𝑘,𝑖)

), where 𝑤is the window 

length. 

In a federated setting, each site 𝑘holds its local dataset 𝒟𝑘 and trains a local model 

on this data. The local empirical loss at the client 𝑘for model parameters 𝜃 is defined 

as: 

ℒ𝑘(𝜃) =
1

∣ 𝒟𝑘 ∣
∑ ℓ(𝑓𝜃(𝑥), 𝑦)

(𝑥,𝑦)∈𝒟𝑘

(3) 

where ℓ(⋅,⋅) is a regression loss function (e.g., mean squared error). The federated learn-

ing objective is to minimize a weighted sum of local losses across all 𝐾 sites: 

ℒglobal(𝜃) =∑
∣ 𝒟𝑘 ∣

∑ ∣ 𝒟𝑗 ∣
𝐾

𝑗=1

 ℒ𝑘(𝜃)

𝐾

𝑘=1

(4) 

 

The system architecture includes three layers: (i) edge sensing and preprocessing, 

where raw signals are acquired and normalized; (ii) edge training, where each site trains 

local CNN–LSTM models; and (iii) a coordinating server, where model updates are 

aggregated. Periodic RUL predictions are computed at the edge and displayed to 

maintenance personnel via dashboards. For comparison, a centralized baseline aggre-

gates all data at the cloud and an edge-only baseline trains separate models at each site 

without collaboration. 

The federated optimization is implemented using a FedAvg-style aggregation. At the 

communication round 𝑟, each participating client 𝑘starts from the current global model 

parameters 𝜃(𝑟), performs 𝐸local epochs of stochastic gradient descent and obtains up-

dated parameters 𝜃𝑘
(𝑟+1)

. The server aggregates these updates as: 

𝜃(𝑟+1) =∑
∣ 𝒟𝑘 ∣

∑ ∣ 𝒟𝑗 ∣
𝐾

𝑗=1

 𝜃𝑘
(𝑟+1)

𝐾

𝑘=1

(5) 

 

This procedure iteratively reduces the global objective in (4) while keeping raw data 

localized at each SME site. 

The proposed global model is a hybrid CNN–LSTM network designed to capture 

both local temporal patterns and longer-term dependencies in the sensor signals. Let 

𝐗 ∈ ℝ𝑤×𝑑 represent a window of 𝑤time steps and 𝑑channels. A 1D convolutional layer 

with 𝐹filters, kernel size 𝑚and bias 𝑏𝑓computes feature maps: 
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ℎ𝑡,𝑓
conv = 𝜎(∑∑𝑊𝑓,𝑐,𝑗 𝑥𝑡−𝑗,𝑐 + 𝑏𝑓

𝑑

𝑐=1

𝑚−1

𝑗=0

) (6) 

where 𝑊𝑓,𝑐,𝑗are convolutional weights, 𝜎(⋅)is a non-linear activation function (e.g., 

ReLU) and 𝑓 = 1,… , 𝐹. The resulting feature sequence is fed to an LSTM layer. 

The LSTM cell at time step 𝑡maintains a hidden state 𝐡𝑡 and a cell state 𝐜𝑡. Using 

standard LSTM gating, the update can be written compactly as: 

(𝐡𝑡 , 𝐜𝑡) = LSTMCell(𝐳𝑡 , 𝐡𝑡−1, 𝐜𝑡−1; ΘLSTM), (7) 

 

where 𝐳𝑡is the CNN feature vector at time 𝑡and ΘLSTMdenotes the LSTM parameters. 

The final hidden state 𝐡𝑤is passed through fully connected layers for RUL regression: 

𝑦̂ = 𝑓𝜃(𝐗) = 𝐰⊤𝐡𝑤 + 𝑏, (8) 

 

where 𝐰and 𝑏are the output layer parameters and 𝜃 = {𝑊𝑓,𝑐,𝑗 , 𝑏𝑓 , ΘLSTM, 𝐰, 𝑏}. 

During training, the mean squared error (MSE) between predicted and true RUL 

values is minimized: 

ℓMSE(𝑦̂, 𝑦) = (𝑦̂ − 𝑦)2. (9) 

 

For evaluation and comparison across models, the root mean squared error (RMSE) 

and mean absolute error (MAE) are used as standard metrics: 

RMSE = √
1

𝑁
∑(𝑦̂𝑖 − 𝑦𝑖)

2

𝑁

𝑖=1

(10) 

MAE =
1

𝑁
∑ ∣ 𝑦̂𝑖 − 𝑦𝑖 ∣

𝑁

𝑖=1

(11) 

where 𝑁 is the total number of test samples. Additionally, an RUL tolerance accuracy 

is computed based on the proportion of predictions within a predefined error band (e.g., 

±10 cycles) and 𝑅2scores are reported. 

To assess the feasibility of the federated approach for SMEs, communication overhead 

is modelled at each round. Let ∣ 𝜃 ∣ denote the number of trainable parameters and 𝑏 

the number of bytes per parameter. The communication cost per round between the 

server and all clients is approximated as: 

𝐶comm = 2𝐾 ∣ 𝜃 ∣ 𝑏 (12) 

where the factor 2 accounts for both the downlink (global model broadcast) and uplink 

(local updates). This cost can be reduced through model compression or by reducing 

the communication frequency, at the potential expense of slower convergence. 



9 

 

The equations provide a consistent mathematical description of the data representa-

tion, learning objectives, model operations, evaluation metrics and communication 

properties of the proposed framework. 

 

Fig.2: Workflow of edge–cloud federated learning for RUL prediction 

Fig. 2 shows the flow of activities in the developed federated predictive maintenance 

approach. At each edge node, IoT sensor data of the SME machinery is subject to pre-

processing and local CNN-LSTM training. Just the model updates are sent back to the 

central server to be federated and the improved global model is redistributed to all the 

sites. Prediction metrics and communication cost are used in determining performance 

and thus, a decision on the maintenance is made in real time without violating the pri-

vacy of the data. 

Two baseline models are considered for comparative evaluation: 

• Baseline 1 – Centralized LSTM (Cloud-LSTM): The entire training data of 

all locations is thought to be centrally housed in the cloud and one LSTM 

model (no CNN layers) is being trained on the full dataset by normal mini-

batch SGD. 

• Baseline 2 – Edge-only Random Forest (Edge-RF): Majority of the sites get 

trained local Random Forest regressor based on human-engineered statistical 

features (e.g. and RMS, kurtosis, spectral energy) in windows of sensor data. 
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There is no overlap or exchange of parameters or co-operation among the sites; 

the local model alone is used to give predictions.  

It is hoped that the proposed Fed-CNN-LSTM model would be able to enjoy the 

advantages of rich feature learning, cross-site knowledge transfer and data locality.  

5  Experimental Setup 

  The NASA C-MAPSS turbofan engine data are considered to be a proxy of SME 

rotating machinery. A variety of operating conditions and fault modes are taken to be 

various load regimes and degradation modes in SME equipment. Vibration, tempera-

ture and pressure sensor channels are chosen, normalized by each channel and divided 

into windows with a fixed length of w=50 time steps with a stride of 1. RUL labels are 

cut at a cutoff value in an attempt to make them less skewed. 

 

 

Fig.3: Structural Mapping of the Experimentation 

SME sites, which are schemed by an edge device that carries out preprocessing and 

local CNN-LSTM model training. A federated learning of model updates among a cen-

tral aggregator is provided periodically with centralized LSTM and an edge-only Ran-

dom Forest as a baseline. RMSE, MAE, tolerance accuracy and R 2 are used to evaluate 

prediction effectiveness and the efficiency of communication.  

The data is divided into training, validation and test sets and the common engine 

(unit) level is 70%, 10%and 20 %. The 5 virtual SME locations have units assigned to 

them, each with a subset of the units and they create non-IID local datasets.  

The individual SME locations are simulated as edge servers that have the performance 

of a low-power industrial PC or embedded gateway and the central aggregator simulates 
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a lightweight cloud server. The training is done in simulated federated update rounds. 

The major parameters regarding the experimental setup are summarized in Table 2.  

Table 2. Experimental setup for federated predictive maintenance evaluation. 

Parameter Value / Description Purpose / Relevance 

Dataset NASA C-MAPSS (turbofan 

engines) 

Benchmark for industrial RUL 

prediction 

Number of SME sites 

(K) 

5 Distributed federated environ-

ment 

Sensor channels (d) 14 selected channels Multivariate machine condition 

data 

Window length (w) 50-time steps Temporal history for RUL esti-

mation 

Train/Val/Test split 70% / 10% / 20% (by unit) Performance evaluation meth-

odology 

Global rounds 100 Federated training iterations 

Local epochs per round 

(E) 

2 Training effort per edge device 

Batch size 64 Gradient update stability 

Fed model CNN–LSTM (proposed) Hybrid deep model for degrada-

tion trends 

Baseline 1 Centralized LSTM (cloud) Performance comparison 

Baseline 2 Edge-only Random Forest Lightweight reference model 

Edge device specifica-

tion 

4-core CPU, 4 GB RAM (sim-

ulated) 

Practical SME hardware profile 

Communication link 10 Mbps equivalent per site 

(simulated) 

Bandwidth constraint assump-

tion 

In the federated model, every 5 sites get involved in all communication rounds. The 

hyperparameters of the learning rate and the optimizers are optimized in terms of vali-

dation performance. The early stopping is employed to prevent overfitting. Centralized 

baseline. It applies the same preprocessing but separates and makes the assumption of 

centrally located data. The edge-only mode of baseline involves running the independ-

ent Random Forest models, making use of the local data only.  

6 Results and Discussion 

     The current section compares the suggested Fed-CNN-LSTM model with Cloud-

LSTM and Edge-RF baselines based on C-MAPSS data that are shared among five 

SME locations. Convergence, RUL accuracy, site-level robustness, cost of communi-

cation and inference latency are the key performance indicators, evaluated with the help 

of figures and tables to show the benefits of an actual deployment.  
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Fig. 4: Convergence of training and validation loss of Cloud-LSTM and Fed-CNN–LSTM. 

 

Fig. 4 indicates that Cloud-LSTM minimizes the loss after approximately 20-25 rounds, 

then levels off after round 40, with variability within it suggesting that the model over-

fits. The Fed-CNN-LSTM is also gradually improved up to round 70, has lower vali-

dation loss, as well as, training-validation gap. This is an indicator of better manage-

ment of non-IID SME-data in operation. On the whole, the federated model exhibits 

more consistent dynamics of learning, i.e., its performance will scale more faithfully 

with more SME sites involved. 

 
 

Fig. 5: RMSE improvement over federated communication rounds. 

 

Fig. 5 indicates that the Cloud-LSTM stagnates around 23.1 cycles RMSE and Fed-

CNN-LSTM reduces between 24 and 20.2 cycles, crossing the centralized per-perfor-

mance in 70 rounds. What this implies is that federated updates are effective over 

time in incorporating heterogeneous site knowledge. The declining pattern implies 

that additional rounds of communication can still lead to incremental gains in accu-

racy in case of the need imposed by deployment circumstances. 
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Fig. 6: RMSE and MAE comparison for the three approaches. 

 

Fig. 6 ascertains the performance advantage of deep and collaborative modelling: Fed-

CNN-LSTM (RMSE 20.2 / MAE 15.1) is better than Cloud-LSTM (23.1 / 17.3) and 

Edge-RF (29.4 / 22.7). These enhancements are directly converted to more precise 

maintenance scheduling and the minimization of risk of downtime. The fact that the 

reduction of >3 cycles RMSE values compared to centralized learning is an indication 

of failure forecasting in production systems earlier and exists in a more precise way.  
 

 
 

Fig. 7: RUL trajectory for a sample unit 

 

As Fig. 7 reveals, Edge-RF is always overestimating, whereas Cloud-LSTM is always 

underestimating close to failure. Fed-CNN-LSTM makes more ground-truth follow-up 

of the entire lifespan degradation, without maintaining premature or late maintenance. 
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This consistency also assists the SMEs in reducing unnecessary servicing as well as 

unforeseen events when the machine breaks down. 

 

Fig.8: Tolerance accuracy and 𝑅2 comparison 

 

Fig. 8 shows higher reliability: Federated accuracy has increased: 63.8 to 79.6 in range 

and 0.71 to 0.86 in 𝑅2showing better fits to degradation trends. Cloud-LSTM is also 

better than the Edge-RF; nevertheless, worse than the federated design. The increased 

tolerance accuracy guarantees that the predictions are at safe levels in the various oper-

ating situations of the SME.  

 
 

Fig. 9: RMSE across individual SME sites. 
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Fig. 9 indicates that Fed-CNN-LSTM reduces the error at all five locations and the 

RMSE decreases by 2.3-3.5 cycles less than the centralized one. The performance of 

the Cloud-LSTM also differs significantly across sites and fails to cope with the 

changes in load and surrounding environments. By generalizing through federation, the 

common model has the ability to generalize the effect, which saves per-site Specializa-

tion or retraining costs. 

 
Fig. 10: Per-round and cumulative communication cost. 

 

Fig. 10 indicates that the analysis correlates with a fixed cost of 60MB/round and this 

is equivalent to a 6GB communication cost in 100 rounds. This load can be maintained 

across the background of low-bandwidth industrial Ethernet links when training is pe-

riodic. This low-weight communication footprint means that SMEs do not need to up-

grade their IT infrastructure significantly to integrate federated learning.  

 
Fig. 11: Inference latency performance for deployed models. 
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Fig. 11 emphasizes the efficiency of edge execution. Fed-CNN-LSTM can work with 

inputs in about 15 ms, which is close to that of Edge-RF (about 8 ms) and much more 

efficient than Cloud-LSTM (about 55 ms) as indicated by the delays in network execu-

tion. This facilitates close real-time decision-making at the machinery level. Edges Low 

on device latency can enable predictive automation, e.g. alarm or adaptive control ac-

tions to occur immediately. 

 

 
Fig. 12: Accuracy–communication trade-off for different federated training budgets. 

 

Fig. 12 plots the RMSE reduction between 22.7 - 20.2 cycles as the communication 

increases between 1.5 GB - 6 GB, with exceptionally small gains after 75 rounds (di-

minishing returns). The SMEs are therefore able to choose the training periods de-

pending on the accuracy they want versus the bandwidth consumed. This can be de-

ployed in a modular fashion, whereby the frequency of training can be modified to be 

sensitive to machine health. 

The results of Table 3 are the combined performances of the three models on the test-

set regarding RMSE, MAE, RUL tolerance accuracy at +-10 cycles and the R 2. The 

findings are averaged amongst test units and SME locations. 

Table 3: Comparative performance of predictive maintenance models on RUL estimation 

Model RMSE (cy-

cles) 

MAE (cy-

cles) 

Tolerance Acc. 

(±10) 
𝑹𝟐 

Edge-RF 29.4 22.7 63.8% 0.71 

Cloud-LSTM 23.1 17.3 74.5% 0.82 

Fed-CNN–LSTM (pro-

posed) 

20.2 15.1 79.6% 0.86 

 

In order to determine robustness among SME sites, site-specific measures are calcu-

lated in each model. Table 4 provides a summary of the RMSE per site of the central-

ized LSTM and the Fed-CNN-LSTM model. The edge-only Random Forest model has 
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far larger and more heterogeneous errors, which are more variable and would be ex-

cluded here due to space reasons. 

Table 4: Site-wise RMSE comparison between centralized and federated models. 

Site ID Cloud-LSTM RMSE (cycles) Fed-CNN–LSTM RMSE (cycles) 

Site 1 24.0 20.5 

Site 2 22.3 19.4 

Site 3 23.8 20.0 

Site 4 22.9 20.3 

Site 5 23.5 20.7 

The federated scheme is better at all sites with a difference of 2.3-3.5 cycles in RMSE. 

This shows that federated training is more suitable to address the distribution of site-

specific data at the expense of sharing knowledge across sites. Specifically, to the prac-

tical SME understanding, this would result in a more consistent RUL estimation at het-

erogeneous plants, resulting in a more consistent maintenance timetable. 

The received findings attest to the fact that the suggested Fed-CNN-LSTM architecture 

delivers a high cost-benefit balance between prediction quality, strength and deploy-

ment efficiency than centralized and edge-only ones. RMSE is lower by 12.5 % (com-

pared to Cloud-LSTM) and 31 % (compared to Edge-RF) and tolerance accuracy is 

higher (up to 79.6 %), reflecting more reliable and useful RUL predictions. The feder-

ated model maintains such gains in all five sites of SMEs with a relatively low value of 

2.3-3.5 cycles of reduction in RMSE, which demonstrates its stability to location dif-

ferences, loading patterns of machines and non-IID distributions. 

Communication analysis. Three overheads include a moderate round overhead of about 

60 MB per round and a total of 6 GB overhead, which is possible on common 10 Mbps 

SME networks, with an edge-side inference latency of about 15 ms, providing mainte-

nance teams with real-time decision support. Altogether, the findings prove that feder-

ated learning is effective in terms of data privacy preservation, capitalization on dis-

tributed operational knowledge and an increase in the quality of failure prediction with-

out enormous cloud infrastructures, which is why it can be viewed as a practically ap-

plicable predictive-maintenance solution available to SMEs. 

7 Conclusion 

      The work proposed a predictive maintenance system based on AI as one of its 

frameworks that incorporates edge IoT sensing and federated deep learning to improve 

the Remaining Useful Life (RUL) prediction of SME machinery. The training of a hy-

brid CNN-LSTM model was also collaboratively trained during five SME locations 

with federated learning that achieves knowledge sharing without any sharing of raw 

data. The results of the experiment revealed major improvements against traditional 

methods, such as 12.5-% less RMSE error than centralized Cloud-LSTM and 31-% 

better than Edge-RF, as well as 79.6-% tolerance Accuracy and R2=0.86. The federated 

model also demonstrated uniform performance at all the locations and had low infer-

ence latency (approximately 15 ms), allowing failure prediction on edge devices almost 
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in real-time. These results confirm the feasibility, privacy protection and usefulness of 

the proposed architecture to SMEs of limited bandwidth and resources. 

Future directions will look into adaptive client participation, secure aggregation and 

differential privacy in order to support stronger data confidentiality when making fed-

erated updates. The new sensor fusion methods, new machinery types and scalability 

edge-device orchestration will be part of additional research work. At the SME manu-

facturing facilities level, real-world implementation will be sought to test environmen-

tal resiliency and communication-efficient federated optimization and lifelong learning 

designs will be built to serve as the self-improving maintenance smartness of the long 

term. In general, the suggested scheme is a step towards complete autonomous, trust-

worthy and data-sovereign maintenance systems of smart SME operations. 
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